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RESPONDUS LOCKDOWN BROWSER
FOR STUDENTS

Respondus is a custom browser that creates a secure ftesting environment
by locking down all windows and preventing access to all applications on
the computer used for assessment.

When Respondus is used, students are locked in this secure mode until they
submit their tests for grading. At Universiti Malaya, Respondus is infegrated
with Spectrum. If your instructor is using Respondus LockDown Browser for
testing, you will be asked to download it before the assessment. The link to
download will be automatically provided with the assessment in Spectrum
on your course site. Once you download the LockDown Browser, you can
use it for any course that requires it.

Guides:

* Read Respondus Quick Start Guide for Students
* Watch Introduction to Respondus LockDown Browser for Students

How to install LockDown Browser:
1. Login to SPeCTRUM Exam and navigate to your course.

2. If the test or quiz requires the LockDown Browser a message will be dis
played when you click on the test/quiz link. Click on Download Lock
down Browser.

Summary of your previous attempts
Attempt State Marks / 1.00 Grade / 10.00 Review

1 Finished 0.00 0.00

Highest grade: 0.00 / 10.00.

Respondus LockDown Browser is required for this exam.

I Download LockDown Browser I Check your LockDown Browser Setup

Launch LockDown Browser

Figure 1. Quiz page set with Respondus Proctoring
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https://web.respondus.com/wp-content/uploads/2019/08/RLDB-Quick-Start-Guide-Moodle-Student.pdf
https://youtu.be/XuX8WoeAycs
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3. The Download link will fake you to the external site where you can down
load the program. It should automatically be set up to download the
correct version for your system, however, if it's wrong, you can choose a
Mac or Windows version of the software in step one.

LockDown Browser

OVERVIEW VERSION INSTALL

Install LockDown Browser for:
University of Malaya

ONLNE EXAM Version: 2.0.7.02

Your system: Windows 10 s o
Download size: 83.3 MB
This brief video explains the basic features of

System requirements
LockDown Browser and why it's used at your
institution

Note: Your antivirus software must allow you to install software
ion?
D—OVW By clicking the "Install Now" button, you acknowledge that you
have read and agree to the Inc. License

Figure 2: Respondus page to check requirements
and download LockDown Browser

4. Once you select your operating system, you will be led through a

step-by-step download and installation process: Start by selecting
Install Now from step 3.

G Save As

X

4N ‘ > ThisPC > Downloads v () Search Downloads
File name: I LockDownBrowser-2-0-7-02 (1).exel v
Save as type:  Application (*.exe) v

v Browse Folders Save Cancel

Figure 3: Download and install LockDown Browser
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How to use LockDown Browser:

1. Affer the LockDown Browser is installed on your computer you will have to
open it and connect to SPeCTRUM Exam through it every time you take
a fest or a quiz requiring the secure environment:

Figure 4: LockDown Browser button

2. After clicking on Launch LockDown Browser, if it asks you to choose a
server, please choose Spectrum - Exam.

3. Then, the LockDown Browser will notify you if any applications are
running on your computer that interferes with the browser and you will
e asked to quit out of them:

You must close the following program(s) before starting the browser:
Google Chrome Remote Desktop (remoting_host.exe)

OK

Figure 5: Closing programs block by LockDown Browser

Steps to close the applications complain by the browser

e Ctrl-alt-delete

* GO to task manager

* o to Details like the image below

* looks for the application shown by the lockdown browser then
press delete or end task

* For some of the applications, it can be closed straight by clicking
on Close Process
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1% Task Manager - O X
File Options View

Processes Performance App history Startup Users Details Services

Name PID Status User name CPU Memory (a... UAC virtualizat... *
{[n=| Registry 100 Running SYSTEM 00 5996 K Not allowed i
[ remoting_host.exe 2452 Running SYSTEM 00 364 K Not allowed
[ remoting_host.exe 3848 Running LOCAL SE... 00 3,108 K Not allowed
[) RtkAudioServicebd.exe 1608 Running SYSTEM 00 200K Not allowed
#1]| RkNGUIB4.exe 8780 Running co 00 840K Disabled
[ RuntimeBroker.exe 6856 Running co 00 2,700K Disabled
[%Z] RuntimeBroker.exe 6500 Running co 00 5,232 K Disabled
[#5] RuntimeBroker.exe 10788  Running co 00 1,112K Disabled
[ RuntimeBroker.exe 11204  Running co 00 232K Disabled
[35] RuntimeBroker.exe 10520  Running co 00 344K Disabled
[#5 RuntimeBroker.exe 5388 Running co 00 324K Disabled
[ RuntimeBroker.exe 9808 Running co 00 216 K Disabled
[#5] RuntimeBroker.exe 1100 Running co 00 424K Disabled
[#] RuntimeBroker.exe 12276  Running co 00 1,544 K Disabled
[%Z] RuntimeBroker.exe 3448 Running co 00 1,352 K Disabled
[ SearchApp.exe 6756 Suspended co 00 0K Disabled
¢ Searchindexer.exe 7096 Running SYSTEM 00 7,684 K Not allowed
[ SecurityHealthServic... 8728 Running SYSTEM 00 736 K Not allowed
@ SecurityHealthSystra... 8672 Running co 00 464 K Disabled
[# services.exe 904 Running SYSTEM 00 2,440K Not allowed
[35] SettingSyncHost.exe 7492 Running co 00 92K Disabled
[ SftService.exe 3556 Running SYSTEM 00 268 K Not allowed
%] SarmBroker exe 10496 Runnina SYSTEM on 2124K  Not allowed /
Fewer details End task

Figure 6: Process in Task Manager

Task Manager X

Do you want to end remoting_host.exe?

If an open program is associated with this process, it will close
and you will lose any unsaved data. If you end a system
process, it might result in system instability. Are you sure you
want to continue?

f Endprocess { Cancel

Figure 7: Closing process in the Task Manager window

LockDown Browser - Version 2.0.6.03 X

You must cose the following program before starting LocdkDown
Browser:

Skype
(SkypeApp.exe)

Do you want Respondus LockDown Browser to attempt to dose this
program for you?

Exit LockDown Browser

Figure 8: Process that can be closed right away
by clicking on Close Process
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3. After closing all applications the Lockdown Browser told you to close,
Launch the LockDown Browser again, then you will be taken fo start the
test or quiz.

4. Before starfing the test/quiz, there will be few checks on webbcam,
student, environment ID verification and facial detection. After
completing all this then the quiz can be started. If you have encountered
any problem while doing these checks, click on ‘not working” button
then choose the opftions given to troubleshoot the problems. If the
problems are not listed then, click on option ‘something else’, following
that you will have an option to chat with a live agent for help.

8 LockDown Browser

Terms of Use

RESPONDUS MONITOR

STEP 3 ADDITIONAL INSTRUCTIONS NI TERMS OF

These Terms of Use (Terms™), which incorporate the Epsaandus Hels Conner Tarmag of Ude ("Help
STEP & GUIDEUINES « TS Cencer Terma”) indluded a2 the end of these Terma, are an agreement between you and Respondus

Int. (Respondus™), and between you and your learring institution, o your schaol (Tyour Institution”)
ndus Moritor®. By uaing Respordus Moritor, you agree to these Terms in

regacding your use of Respo
STEP % STUDENT PHOTO full a~d that you are age 15 0

r clder, or age 16 or oider inthe EEA

dus Moritor is 8 doud-based service (Respondus Monitor Senices”) and software ("Respondus
vareT (also collectively referred to in these Terms as "Respondus Manitor'), that work
togec 55" orline irteractive databaze of video, sudo, and other data captured dur ng
Student J53esIMent: ses5ions for use In Montoring students.

Tra Respondus Help Cenzer is 8 group of services (THelp Services”) provided by Respondus, Inc. thet
be users of LockDown Bronser and Retpondus Maritor 1o troubleshoot techeical issues. T
erable uters of LotkDown Bromser and Regpondus Morizo troubleshoos secheical issues. The Help
STER & FACIAL DETECTION CHECK Services indude. for example. & webcam check, system check, the abiity t0 repors an issue 20
Respaedus, and links to 8 inowiedge base and technical support

STES 0 BEGIN EXAM REQUIREMENTS OF YOUR INSTITUTION (e.g, your school)

At nner of an sffaey o 1t masilahle rarhoaiom oo Moo woir sarmine sinariencs b aoosidneg

Agree Desagree

Figure 9. Checks done by Respondus LockDown Browser
before starting quiz

5. Affer completing the quiz submit it and then close the LockDown
Browser.

6. If you are facing problems to start the quiz, please inform your lecturer so
that your lecturer aware of the problem and suggest alternatives. Please
also raise ticket to Respondus by clicking the link here:

hitps://support.respondus.com/support/index.php?/Default
Tickets/Submit/RenderForm/2
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